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1. Introduction

This document is a reference manual for the NetBurner software libraries, and is intended to be used in
conjunction with the NetBurner Network Programming Guide for network platforms, or the Mod5213
Programmers Guide for non-network platforms. These guides provide background, details and examples on
how the functions in this document can be used in practice. All NetBurner documents are located in the
documents directory created during installation. The default location is c:\nburn\docs.

This reference guide contains all the API function calls, some of which may not apply to your specific
hardware platform. For example, the CAN functions are available on the Mod5213, but TCP/IP functions are
not supported because it does not have a network interface. This reference manual also contains optional
software APIs, such as SSL, that are purchased separately and are not part of the standard NetBurner
development Kit.

Hardware-specific software functions and information are provided in the c:\nburn\docs<platform> directory,
where <platform> is the hardware platform you are using, such as a Mod5282. The platform documents
contain schematics, memory maps, and any software features that are specific to the hardware platform you
are using.

The software included in your NetBurner Development Kit is licensed to run only on processor hardware
manufactured by NetBurner, such as the modules and serial to Ethernet devices. If your application involves
manufacturing your own processor based hardware (ie you are not going to purchase NetBurner modules for
production), please contact NetBurner Sales for details on a Royalty-Free Software License.

Additional Documentation
All NetBurner License Documentation is located by default in your C:\Nburn\docs directory.

Eclipse Getting Started Guide

NetBurner Runtime Libraries (this document)

NetBurner Security Libraries (AES, SSL, SSH)

NetBurner Network Programming Guide

Mod5213 Programming Guide

NetBurner PC Tools Guide

Freescale microprocessor manuals

Embedded Flash File System (EFFS) Programmers Guide

Embedded Flash File System (EFFS) Reference Manual

Platform Documents i The hardware specific documents for your device (eg Mod5282)

E R EERELELE
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2. NetBurner License Information

The software included in your NetBurner Development Kit is licensed to run on hardware manufactured by
NetBurner. if you wish to design your own processor board please contact NetBurner Sales.

All embedded software and source code provided in this Network Development Kit is subject to one of four
possible licenses: the NetBurner Tools License (most restrictive), the NetBurner Embedded Software
License, the GNU Public License and the Newlib License (least restrictive).

The GNU development executables provided in the C:\Nburn\GCC-M68k directory branch are subject to the
GNU Public License (GPL).

The Runtime Libraries and include files provided in the C:\Nburn\GCC-M68k directory branch are subject to
the Newlib License.

The Compcode application provided in the C:\Nburn\pctools\compcode directory is subject to the GNU public
license (GPL).

All other programs are subject to the NetBurner Tools License provided below.

All other provided Source Code and Libraries are subject to the NetBurner Embedded Software License
provided below.

2.1. The NetBurner Tools Software License
Copyright 1998 - 2007 NetBurner, Inc., All Rights Reserved.

Permission is hereby granted to purchasers of the NetBurner Network Development Kit to use these
programs on one computer, and only to support the development of embedded applications that will run on
NetBurner provided hardware.

No other rights to use this program or its derivatives, in part or in whole, are granted. It may be possible to
license this or other NetBurner software for use on non NetBurner hardware.

NetBurner makes no representation or warranties with respect to the performance of this computer program,
and specifically disclaims any responsibility for any damages, special or consequential, connected with the
use of this program.

2.2. The NetBurner Embedded Software License
Copyright 1998 - 2007 NetBurner, Inc., All Rights Reserved.

Permission is hereby granted to purchasers of NetBurner hardware to use or modify this computer program
for any use as long as the resultant program is only executed on NetBurner provided hardware. No other
rights to use this program or its derivatives, in part or in whole, are granted. It may be possible to license this
or other NetBurner software for use on non NetBurner hardware.

NetBurner makes no representation or warranties with respect to the performance of this computer program,

and specifically disclaims any responsibility for any damages, special or consequential, connected with the
use of this program.
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2.3. Life Support Disclaimer

Net Burner 6s products both har dwar autharizedl fosusefas asitical e (i ncl ud

components in life support devices or systems, without the express written approval of NetBurner, Inc. prior
to use. As used herein:

Life support devices or systems are devices or systems that (a) are intended for surgical implant into the
body or (b) support or sustain life, and whose failure to perform, when properly used in accordance with
instructions for use provided in the labeling, can be reasonably expected to result in a significant injury to the
user.

A critical component is any component of a life support device or system whose failure to perform can be
reasonably expected to cause the failure of the life support device or system, or to affect its safety or
effectiveness. If you have any questions/concerns, please contact our Sales Department for more
information.

2.4. Anti-Piracy Policy

NetBurner, Inc. vigorously protects its copyrights, trademarks, patents and other intellectual property rights.

In the United States and many other countries, copyright law provides for severe civil and criminal penalties
for the unauthorized reproduction or distribution of copyrighted material. Copyrighted material includes, but is
not limited to computer programs and accompanying sounds, images and text.

Under U.S. law, infringement may result in civil damages of up to $150,000, and/or criminal penalties of up to

five years imprisonment, and/or a $250,000 fine. In addition, NetBurner, Inc. may seek to recover its
attorneys' fees.
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3. CAN Library

3.1. Introduction

CAN or Controller Area Network is an advanced serial bus system that efficiently supports distributed control
systems. CAN operates at data rates of up to 1 Megabit per second. CAN also has excellent error detection
and confinement capabilities. CAN was initially developed in 1986 for the use in motor vehicles by Robert
Bosch GmbH, in Germany, also holding the CAN license. For additional information, see the CAN
Homepage of Robert Bosch GmbH. The first CAN silicon was fabricated in 1987 by Intel.

The CAN protocol is an international standard defined in ISO 11898 (for applications up to 1 Megabit per
second) and ISO 11519 (for applications up to 125 Kilobits per second). The conformance test for the CAN
protocol is defined in ISO 16845. ISO 16845 also guarantees the interchangeability of the CAN chips. See
the ISO web site for additional information. CAN is also internationally standardized by the Society of
Automotive Engineers (SAE).

The CAN communications protocol describes how information is passed between devices. CAN conforms to
the Open Systems Interconnection (OSI) model (developed by the ISO - ISO 7498) which is defined in terms
of layers. Each layer in a device "communicates" with the same layer in another device. Actual
communication occurs between adjacent layers in each device. The devices are only connected by the
physical medium via the physical layer of the OSI model.

The CAN architecture defines the lowest two layers of the OSI model - the Data Link Layer and the Physical
Layer (lowest layer).

The Data Link Layer is the only layer that recognizes and understands the format of messages. This layer
constructs the messages to be sent to the Physical Layer, and decodes the messages received from the
Physical Layer. In CAN controllers, the Data Link Layer is usually implemented in hardware.

The Physical Layer specifies the physical and electrical characteristics of the CAN Bus, as well as the
hardware that converts the characters of a message into electrical signals for transmitted messages, and
electrical signals into characters for received messages. Although the other OSI layers may be implemented
in either hardware (as chip level functions) or software, the Physical Layer is always "real" hardware.

The most common physical medium consists of a twisted wire pair (shielded or unshielded) with appropriate
termination (i.e. 120 ohm resistance) at each end. ISO 11898 states that the impedance of the cable should
be 120 +- 12 ohms. The basic CAN design specification called for a high bit rate, a high immunity to electrical
interference, and an ability to detect any errors produced.

There are no standards for how CAN controllers are implemented, or how CAN controllers communicate with
their host microcontroller.

The maximum bus length for a CAN network depends on the bit rate used. It is a requirement that the wave
front of the bit signal have time to travel to the most remote node and back again (before the bit is sampled).
So, if the bus length is near the maximum for the bit rate used (see the table on the next page), then the
sampling point should be chosen very carefully.

Bus Length (in meters) Maximum Bit Rate (bits/second)
40 1 Mbit/s
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100 500 Kbit/s
200 250 Kbit/s
500 125 Kbit/s
6 km 10 Kbhit/s

There are two principal CAN hardware implementations. Suitably configured, each implementation (Basic
CAN and Full CAN) can handle both Normal and Extended CAN data formats. Note: Communication is
identical for all implementations of CAN.

Basic CAN is used in less expensive standalone CAN controllers or in smaller microcontrollers with an
integrated CAN controller. In the Basic CAN configuration, there is a strong bond between the CAN controller
and the associated microcontroller. Therefore, the microcontroller, which will have other system related
functions to administer, will be interrupted to deal with every (received and transmitted) CAN message.

Full CAN is used in more expensive, high performance CAN controllers and microcontrollers. Full CAN
devices contain additional hardware to provide a separate "server" that will automatically receive and
transmit CAN messages, without interrupting the associated microcontroller. Full CAN devices also service
simultaneous requests, carry out extensive acceptance filtering on incoming messages, and greatly reduce
the load on the microcontroller.

CAN identifiers come in two "flavors". These two "flavors" (i.e. protocol versions) define different formats of
the message frame (with the main difference being the identifier length). Your Mod5234 supports both CAN
versions. The two CAN protocol versions are:

Version 2.0A - Normal or Standard CAN - supports messages with 11 bit identifiers.

Version 2.0B - Extended CAN - supports messages with 29 bit identifiers (an 11 bit base identifier for
compatibility with Version 2.0A and an 18 bit extension identifier).

In the NetBurner Software API, we always refer to CAN identifiers as 32 bit DWORDS. A 32 bit DWORD is
bigger than either (Normal or Extended) Identifier. A Normal identifier will always have bits 0 to 17 as zero.

An Extended identifier can have bits 0 to 17 low. Extended identifiers that are received will have bit 29 set to
1. Note: Any ID input into the system will be treated as Extended if bit 29 is set, or if bits O to 17 are not zero.

There are three types of CAN controllers:
1. Part A (Version 2.0A)
2. Part B Passive (Version 2.0A)
3. Part B (Version 2.0B)

Version 2.0B (i.e. Part B) controllers are completely backward compatible with Version 2.0A (both Part A
and Part B Passive) controllers. Each CAN controller is able to handle the different parts of the CAN
standard as shown on the next page.

Message Format\CAN Chip Type Part A Part B Passive Part B
11 bit ID (Normal or Standard) Ver. 2.0A OK OK OK
29 bit ID (Extended) Ver. 2.0B ERROR | Toleratedi butignored | OK

Note: If 29 bit identifiers are used on a CAN bus which contains Part A (Version 2.0A) controllers the bus will
not work (as shown above). However, it is possible to use both Part B Passive (Version 2.0A) and Part B
(Version 2.0B) controllers on a single network (also as shown above).

CAN is a multi-master Bus with an open linear structure, consisting of one logic bus line and equal nodes.
The number of nodes is not limited by the protocol. In either of the two CAN protocols (i.e. Version 2.0A and
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Version 2.0B), the bus nodes do not have a specific address. Instead, the address information is contained in
the identifiers of the transmitted messages - indicating both the message content and the priority of the
message. Therefore, the number of nodes on a network may be changed dynamically without disturbing the
communication of the other nodes.

A high degree of system and configuration flexibility is achieved because of CAN's content-oriented
addressing scheme. Therefore, it is very easy to add additional stations (i.e. receivers) to an existing CAN
network - without making any hardware or software modifications to the existing stations. This feature follows
the concept of modular electronics, and permits multiple reception and synchronization of distributed
processes. Data (needed as information by one or more stations) can be transmitted via the network in such
a way that it is unnecessary for each station to know who produced it. This feature allows for the easy
servicing and upgrading of networks (data transmission is not based on the availability of specific types of
stations). Multicasting and Broadcasting are also supported by CAN.

There are two Bus states: Dominant and Recessive. The CAN Bus logic uses a "Wired-AND" mechanism.
Dominant bits (logic 0) overwrite the recessive bits (logic 1). If all nodes on the network transmit recessive
bits (Ones), the Bus is in the recessive state. However, as soon as one node transmits a dominant bit (Zero),
the Bus state changes to dominant. A dominant state will always have precedence over a recessive state.

The CAN protocol handles Bus accesses according to an arbitration process known as Carrier Sense
Multiple Access/Collision Detection (CSMA/CD). By using this non-destructive bitwise arbitration process the
CAN Bus:

Avoids collisions of messages whose transmission was started by more than one node simultaneously.

Sends the most important message out first without time loss.

A message in the CAN Standard/Normal or Extended Frame format begins with a start bit called the Start Of
Frame (SOF). This is a dominant bit for hard synchronization of all nodes on the network.

The Arbitration Field (12 bits) consists of the Message Identifier (11 bits) and the Remote Transmission
Request (RTR) bit. The RTR bit is used to distinguish between a Data Frame (RTR bit is dominant) and a
Remote Frame (RTR bit is recessive).

The Control Field (6 bits) contains the IDentifier Extension (IDE) bit (dominant to specify that the frame is a
Standard Frame), a reserved dominant bit, and the Data Length Code (DLC) (4 bits). The DLC is used to
indicate the number of data bytes in the Data Field. If the message is used as a Remote Frame, the DLC
contains the number of requested data bytes. The Data Field that follows can hold up to 8 data bytes.

The Cyclic Redundancy Field is used detect possible transmission errors. The integrity of the frame (Remote
or Data) is guaranteed by the following Cyclic Redundant Check (CRC) sum. The CRC sum contains a 15 bit
cyclic redundancy check code and a recessive delimiter bit.

The ACKnowledge (ACK) Field consists of two parts: the ACK Slot and the ACK Delimiter. The bit in the
ACK Slot is initially sent as a recessive bit. This recessive bit is converted to a dominant bit by those
receivers on the network that have received the data correctly. Correct messages are acknowledged by the
receivers regardless of the result of the acceptance test (i.e. positive acknowledgement). The ACK Delimiter
is also a recessive bit.

The end of the message is indicated by the End Of Frame (EOF) Field. This field contains seven recessive
bits.
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The Intermission Frame Space (IFS) Field follows the EOF. This is the minimum number of bits separating
consecutive messages. After a three bit Intermission period, the Bus is recognized to be free. Note: The Bus
Idle time may be any arbitrary length including zero.

A message in the CAN Extended Frame format (i.e. Version 2.0B) is almost the same as a message in the
CAN Standard or Normal Frame format (i.e. Version 2.0A). One obvious difference is the length of the
identifier used. The Extended Frame format identifier is made up of the existing 11 bit identifier (base
identifier) and an 18 bit extension (identifier extension), for a total length of 29 bits. The distinction between
the CAN Standard Frame format and the CAN Extended Frame format is made by using the IDE bit. The IDE
bit is recessive to specify that the frame is an Extended Frame.

A Substitute Remote Request (SRR) bit is also included in the Arbitration Field (in Version 2.0B). The SRR
bit is always transmitted as a recessive bit to ensure that, in the case of arbitration between a Standard Data
Frame and an Extended Data Frame, the Standard Data Frame will always have priority if both messages
have the same base (11 bit) identifier.

CAN provides superior error-detection and error handling mechanisms (e.g. a CRC check and a high
immunity against electromagnetic interference). Erroneous messages are automatically retransmitted.
Temporary errors are recovered. Permanent errors are followed by an automatic switch-off of defective
nodes (stations). There is guaranteed system-wide data consistency.

CAN implements five different types of error detection - three at the message level and two at the bit level.
At the message level the three types of error detection are:

Cyclic Redundancy Check (CRC) - As already mentioned, the CRC safeguards the information in a frame
by adding redundant check bits at the transmission end. At the receiving end, these bits are re-computed
and tested against the received bits. If they do not match - a CRC error has occurred.

Frame Check - This mechanism verifies the structure of the transmitted frame by checking the bit fields
against the fixed format and the frame size. If they do not match - a frame check error has occurred. Errors
detected by frame checks are called Format errors.

ACK Errors - As already mentioned, frames received are acknowledged by all receivers through positive
acknowledgement. If no acknowledgement is received by the transmitter of the message - an ACK error has
occurred.

At the bit level the two types of error detection are:

Bit Monitoring - The ability of the transmitter to detect errors is based on monitoring the CAN bus signals.
Each transmitting station also observes the bus level, detecting differences between the bit sent and the bit
received. This permits the reliable detection of global errors, and the detection of errors that are local to the
individual transmitter.

Bit Stuffing - The coding of the individual bits is tested at bit level. The bit representation used by CAN is
called "Non Return to Zero" (NRZ) coding, which guarantees maximum efficiency in bit coding. The
synchronization edges are generated by means of bit stuffing. This means that after five consecutive equal
bits, the transmitter inserts into the bit stream a "stuff bit" with a complementary value which is removed by
the receivers.

If one or more errors are discovered (by at least one station), the current (message) transmission is aborted
by sending an "error flag". This error flag prevents other stations (on the same network) from accepting the
message, and ensures the consistency of data throughout the network. After the transmission of an
erroneous message (that has been aborted), the sender automatically re-attempts transmission (i.e.
automatic re-transmission) of the message. However, in the event of a defective station, all messages
(including valid ones) could be aborted.
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Therefore, the CAN protocol also provides a mechanism to distinguish between sporadic errors, permanent
errors and local failures at the station. This is accomplished by the statistical assessment of station error
situations. The aim is - recognizing a station's (own) defects. Then, that station could switch to another
mode, so that the rest of the CAN network is not negatively affected. For example, the defective station could
switch itself off to prevent valid messages from erroneously being recognized as invalid.

A CAN higher level protocol (also known as the Application Layer) is a protocol implemented "on top" of the
two existing lower-level CAN layers (i.e. the Physical Layer and the Data Link Layer). The application levels
are linked to the physical medium by the layers of various emerging protocols, dedicated to a particular
industry plus any number of propriety schemes as defined by individual CAN users.

Many systems (e.g. the automotive industry) use a propriety Application Layer; but for many other industries,
this approach is not cost-effective. Several organizations have developed standardized open Application

Layers to ensure ease of system integration. See the CAN in Automation (CiA) web site for additional
information.

Suggested Reading:

CAN System Engineering: From Theory to Practical Applications by Wolfhard Lawrenz (ISBN - 0387949399)

Controller Area Network by Konrad Etschberger (ISBN - 3000073760)
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3.2. CanRxMessage Class

Header File:
#include <canif.h> // Found in C:\Nburn\<HWPlatform>\include
Synopsis:

Class CanRxMessage

Description:

The CanRxMessage Class will hold incoming messages. Before using this class, the application must have
called Canlnit, and be configured to receivei ncomi ng data on one or more | DO&s.
that can be used to instantiate the class: using a FIFO and using an ID.

The NetBurner Hardware Platforms that support CAN are:

CB34EX (canif.h is located in C:\Nburn\CB34EX\include)

MOD5213 (canif.h is located in C:\Nburn\MOD5213\include)
MOD5234 (canif.h is located in C:\Nburn\MOD5234\include)
MOD5282 (canif.h is located inC:\Nburn\MOD5282\system)
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3.3. Constructors and Destructor

3.3.1. CanRxMessage - FIFO

Synopsis:

CanRxMessage( OS_FIFO * pFifo, WORD timeout );

Description:

This constructor builds a CanRxMessage from a FIFO. The FIFO must be registered to listen for incoming
messages. The FIFO is a function of the RTOS. To use the FIFO, the application must:

Declare an OS_FIFO object

Initialize the FIFO with the OSFifolnit function

Register the FIFO to listen to a specific ID

Create an instance of a CanRxMessage with the FIFO constructor

PONPE

Parameters:

Type Name Description

OS_FIFO | * pFifo A pointer to the FIFO used to communicate between
the CAN subsystem and the CanRxMessage Class.
The FIFO must be initialized first.

WORD timeout | How long to wait for confirmation. O = wait forever and
OXFFFF = don't wait at all.

Returns:

If no messages are received in the timeout interval (i.e. time ticks), then the returned CanRxMessage will be
marked as invalid

A Timeout value of 0 (zero) will wait forever

Note: The default value is 1/20th of a second

Example:

OS_FIFO fifo;

OSFifolnit( &fifo );

int chan = RegisterCanRxFifo( 0x1234, &fifo );
if (chan>0)

{

}

CanRxMessage can_msg( &fifo, 30*TICKS_PER_SECO ND );
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3.3.2. CanRxMessage - ID

Synopsis:

CanRxMessage( DWORD id, WORD timeout );

Description:

This constructor sends a RTR (Remote Transmission Request) to the device at a specified ID and waits for
a response.

Parameters:
Type Name Description
DWORD | id The identifier to match on received frames.

WORD timeout | How long to wait for confirmation. 0 = wait forever and
OxFFFF = don't wait at all.

Returns:

If no messages are received in the timeout interval (i.e. time ticks), then the returned CanRxMessage will be
marked as invalid

A Timeout value of 0 (zero) will wait forever. Note: The default timeout value is 1/20th of a second.

The CAN system uses any unused channel to send and receive the buffer. This constructor can return an
invalid message for two reasons:

1. The timeout interval has transpired
2. There were no free channels available to send the request
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3.3.3. ~CanRxMessage

Synopsis:

~CanRxMessage();

Description:

The CanRxMessage destructor. This is called automatically when an instance goes out of scope.

Parameters:

None
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3.4. Member Functions

3.4.1. GetLength

Synopsis:

BYTE GetLength();

Description:

This member function gets the amount of data stored in the message.

Parameters:

None

Returns:

The number of bytes stored as an unsigned 8 bit value

23



The NetBurner Runtime Libraries Reference

3.4.2. GetData

Synopsis:

BYTE GetData( BYTE * buffer, BYTE max_len);

Description:

This member function copies the data in a message object to the location pointed to by buffer up to a

maximum of max_len in bytes.

Parameters:

Type Name Description
BYTE * buffer A pointer to the buffer to put the data in.
BYTE max_len The maximum length to store (in bytes).

Returns:

The number of bytes stored
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3.4.3. Getld

Synopsis:

DWORD Getld( );

Description:

This member function gets the ID of the message. In the NetBurner Software API, we always refer to CAN
identifiers as 32 bit DWORDS. A 32 bit DWORD is bigger than either (Normal or Extended) Identifier.

A Normal identifier will always have bits 0 to 17 as zero. An Extended identifier can have bits 0 to 17 low.
Therefore, Extended identifiers that are received will have bit 29 set to 1. Note: Any ID input into the system
will be treated as Extended if bit 29 is set, or if bits 0 to 17 are not zero.

Parameters:

None

Returns:

The ID of the message object
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3.4.4. GetTimeStamp

Synopsis:

WORD GetTimeStamp( );

Description:

Each CAN message contains a time stamp indicating when it is sent. This member function gets the time

stamp from where it was sent.

Parameters:

None

Returns:

The time stamp of the message object
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3.4.5. IsValid

Synopsis:

BOOL IsValid( );

Description:

Each CanRxMessage object constructor has a timeout value. If a message object is created and a timeout
occurs the message object contains no data, and is marked as "invalid". This member function answers the
guestion: Is this CanRxMessage a valid message.

Parameters:

None
Returns:

TRUE --- If the CanRxMessage object contains a valid message
FALSE --- If the message is invalid
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3.5. Functions

3.5.1. Canlnit

Synopsis:

int Canlnit{ DWORD bit_rate, DWORD Global_Mask, BYTE irq_level=4);

Description:

This function initializes the CAN system. It must be called before any other CAN functions or the creation of
CanRxMessage objects.

Parameters:
Type Name Description
DWORD bit_rate The bit rate to run the CAN system at.
DWORD Global_Mask | The mask used to mask received IDs.
BYTE irg_level The interrupt level you want the CAN system to operate at.

Note: The system will get as close as possible, but 1000000, 500000, 250000, and 125000 are the only
values that are known to work.

Value Meaning

0 Don't care
1 Care
Returns:

CAN_OK --- On success
CAN_RATE_FAIL --- If the bit rate could not be set within 1.5%
CAN_ALREADOPEN --- If the CAN system is already running - you must call CanShutDown first
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3.5.2. CanShutDown

Synopsis:

void CanShutDown( );

Description:

This function shuts down the CAN system.

Parameters:

None

Returns:

Nothing --- This is a void function
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3.5.3. ChangeGlobalMask

Synopsis:

void ChangeGlobalMask( DWORD Global_Mask );

Description:

This function changes the global receive mask after the CAN system is started.

Parameters:

Type Name Description
DWORD | Global_Mask The mask used to mask received IDs.

Returns:

Nothing --- This is a void function
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3.5.4. FreeCanChannels

Synopsis:

int FreeCanChannels( );

Description:

The CAN system has 16 available channels. Use this function return to determine which channels are

currently free.

Parameters:

None

Returns:

The number of channels that are currently not in use
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3.5.5. IsChannelFree

Synopsis:

BOOL IsChannelFree( int channel );

Description:

This function tells you if a specific channel is currently free.

Parameters:

Type | Name Description

int channel The specified channel.
Returns:

TRUE --- If the specified channel is currently free
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3.5.6. RegisterCanRxFifo

Synopsis:

int RegisterCanRxFifo( DWORD id, OS_FIFO * pFifo, int channel=-1);

Description:

This function tells the CAN system to start listening for a specific CAN ID. Any incoming CAN frames that
match the ID as set by the appropriate mask will be placed into the FIFO. The FIFO is a function of the
RTOS. To use the FIFO, the application must:

Declare an OS_FIFO object

Initialize the FIFO with the OSFifolnit function.

Register the FIFO to listen to a specific ID.

Create an instance of a CanRxMessage with the FIFO constructor.

E K]

Parameters:

Type Name Description

DWORD id The identifier to match on received frames. The id is modified by the
global mask.

OS_FIFO * pFifo A pointer to the FIFO, used to communicate between the CAN subsystem
and the CanRxMessage Class. The FIFO must be initialized first. The
same FIFO can be passed to multiple receive registration functions.

int channel There are a total of 16 CAN channels. You can either specify a channel
to use for the receive request, or you can specify a value of -1, which
allows the system to select an unused channel.

Returns:
A value 0 to 15 --- The channel this request is assigned to.

Note: This value must be stored to later call UnRegisterCanFifo
CAN_CHANNEL_USED --- If the channel is used or there are no free channels

Example:

OS_FIFO fifo;

OSFifolnit( &fifo );

int chan = RegisterCanRxFifo( 0x12 34, &fifo );
if (chan > 0)

CanRxMessage can_msg( &fifo, 30*TICKS_PER_SECOND );
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3.5.7. RegisterCanSpecialRxFifo

Synopsis:

int RegisterCanSpecialRxFifo( DWORD id, DWORD spl_mask, OS_FIFO * pFifo, int channel=-1);

Description:

This function instructs the CAN system to start listening for a specific CAN ID. Any incoming CAN frames that
match the ID (as set by the appropriate mask) will be placed into the FIFO. Note: Some applications may

require more than one channel mask. The NetBurner CAN device can have up to 3 masks:

The global mask for channels 0 -13
A mask for channel 14
A mask for channel 15

Note: The masks for channels 14 and 15 are set using the spl_mask parameter unique to this function.

Parameters:

Type Name Description

DWORD | id The identifier to match on received frames. This is modified by the
passed in mask.

DWORD | spl_mask | There are only two channels available for use with the special
mask so use this call sparingly and only if really needed.

OSFifo * pFifo A pointer to the FIFO, used to communicate between the CAN
subsystem and the CanRxMessage Class. The FIFO must be
initialized first. The same FIFO can be passed to multiple receive
registration functions.

int channel There are a total of 16 CAN channels. You can either specify a
channel to use for the receive request, or you can specify a value
of -1, which allows the system to select an unused channel.

Returns:

A value 0 to 15 --- The channel this request is assigned to.
Note: This value must be stored to later call UnRegisterCanFifo
CAN_CHANNEL_USED --- If the channel is used or there are no free channels
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3.5.8. UnRegisterCanFifo

Synopsis:

int UnRegisterCanFifo( int channel );

Description:

This function disconnects a receiver channel from a FIFO.

Parameters:

Type Name Description

int channel The channel to remove.
Returns:

CAN_OK --- If successful
CAN_CHANNEL_NOT_USED --- If the channel is not currently in use
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3.5.9. SendMessage

Synopsis:

int SendMessage( DWORD id, BYTE * data, BYTE len, WORD timeout, int channel = -1);

Description:

This function sends a message to a device with the specified id. To send a message, one of the 16 channels

must be available. Note: The channel will automatically be freed once the message has been sent.

Parameters:
Type Name Description
DWORD id The identifier to send.
BYTE * data A pointer to the data to send.
BYTE len The length of the data. It must be less than or equal to 8 bytes.
WORD timeout How long to wait for confirmation it sent. 0 = wait forever. OXFFFF =
don't wait at all. Any other timeout value blocks until it is actually sent.
int channel The channel to use. A value of -1 will allow the system to select an
unused channel.
Returns:

CAN_OK --- If the message was sent

CAN_CHANNEL_USED --- Can't send because the channel was already in use or no channels available

CAN_TIMEOUT --- Did not send in the time allotted

36




The NetBurner Runtime Libraries Reference

3.6. MACROS

3.6.1. CAN_EXTENDED_ID_BIT

Synopsis:

#define CAN_EXTENDED_ID_BIT( 020000000 )

Description:

This macro takes the single bit used by the API to indicate an extended ID.

3.6.2. ExtToNblId

Synopsis:

#define ExtToNbld( id ) (id | CAN_EXTENDED_ID_BIT)

Description:

This macro will make a system recognized Extended ID from either an Extended (29 bit) CAN Identifier or
from a Normal (11 bit) CAN Identifier.

3.6.3. NormToNblId

Synopsis:

#define NormToNbld(id ) ( (id & 0x7ff )<<18)

Description:

This macro creates a Normal ID, and also an ID set from a normal id in the range 0 to 2048.
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3.6.4. ISNBIdEXxt

Synopsis:

#define ISNBIJExt(id ) ((id & (CAN_EXTENDED_ID_BIT|0x3FFFF ) )!=0)
Description:

This macro determines if the ID is extended.

3.6.5. NbToExtld

Synopsis:

#define NbToExtld( id ) (id & OX1FFFFFFF)

Description:

This macro strips the extra flag, removing the API extended flag from the ID.

3.6.6. NbToNormld

Synopsis:

#define NbToNormld(id) ( (id >> 18 )& Ox7FF )

Description:
This macro will shift a Normal ID so that it has a value 0 to 1023. Some CAN systems will treat normal ID's

as an integer from 0 to 2048. Other CAN systems may treat normal IDs as 28 bit values where the bottom 17
bits are zero. This macro will convert our Normal ID format into the 0 to 2048 format.
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4. Command Processor Library

4.1. Introduction

The Command Processor is a system program that accepts user commands and converts them into the
machine commands required by the operating system. The Command Processor receives and executes
operating system commands. After you enter a command, the command processor analyzes the syntax to
make sure the command is valid, and then either executes the command or issues an error warning.

Header File

#include <command.h> // Found in C:\Nburn\include

Functions

CmdStartCommandProcessor --- Starts the command processor
CmdAddCommandFd --- Adds an established fd connection to the list of fds managed by the command
processor

CmdRemoveCommandFd --- Removes an established fd

CmdListenOnTcpPort --- Listens for a connection on a TCP port
CmdStopListeningOnTcpPort --- Stops listening for connections on the specified port
*CmdAuthenticateFunc --- Authenticates the username and password
*CmdCmd_func --- Processes a command

*CmdConnect_func --- Called whenever a new connection is established
*CmdPrompt_func --- Called to display a command prompt

*CmdDisConnect_func --- Called whenever a command is disconnected

SendToAll --- Send to all connected sockets, excluding "Listening" sockets

Globals

CmdldleTimeout
*Cmdlogin_prompt
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4.2. CmdStartCommandProcessor

Synopsis:

int CmdStartCommandProcessor( int priority );

Description:

This function starts the Command Processor.

Parameters:

Type Name Description

int priority The UCOS task priority
Returns:

CMD_OK --- On Success
CMD_FAIL --- On Failure

Example:
The newdemo application --- Located by default in your C:\Nburn\examples directory.

Warning: This application will not run on a SB72
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4.3. CmdAddCommandFd

Synopsis:

int CmdAddCommandFd( int fd, int require_auth, int time_out_conn, int local_echo=TRUE )

Description:

This function adds an established file descriptor (fd) connection to the list of file descriptors managed by the
command processor.

Parameters:
Type Name Description
int fd The file descriptor
int require_auth Do we authenticate the connection on this file descriptor
int time_out_conn Do we time out the connection on this file descriptor
int local_echo=TRUE The command processor will echo the file descriptor.
Returns:

CMD_OK --- On Success
CMD_FAIL --- On Failure
CMD_TO_MANY_FDS --- If there are too many file descriptors
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4.4. CmdRemoveCommandFd

Synopsis:

int CmdRemoveCommandFd( int fd );

Description:

This function removes an established file descriptor (either a TCP or a Serial connection).

Parameters:

Type Name Description

int fd The file descriptor
Returns:

CMD_OK --- On Success
CMD_FAIL --- On Failure
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4.5. CmdListenOnTcpPort

Synopsis:

int CmdListenOnTcpPort( WORD port, int do_telnet_processing, int max_connections )

Description:

This function starts listening for a connection on a TCP port. Telnet is a user command and an underlying
TCP/IP protocol for accessing remote computers.

Parameters:
Type Name Description
WORD | port The port number
int do_telnet_processing | 1 = Negotiate a Telnet session
0 = Standard TCP connection
int max_connections Maximum number of connections allowed on this
port (system maximum is 30).
Returns:

CMD_OK --- On Success
CMD_FAIL --- On Failure
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4.6. CmdStopListeningOnTcpPort

Synopsis:

int CmdStopListeningOnTcpPort( WORD port );

Description:

This function stops listening for connections on the specified port. Note: This function also closes all open
connections that were based on that specified port.

Parameters:
Type Name Description
WORD | port TCP port number
Returns:

CMD_OK --- On Success
CMD_FAIL --- On Failure
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4.7. *CmdAuthenticateFunc

Synopsis:

extern int ( * CmdAuthenticateFunc )( const char * name, const char *passwd )

This function is of the form:

int AuthenticateCommand ( const char * name, const char * passwd );

Description:

This external authentication function CALLBACK is used to verify the Username and Password. Note: If this
function pointer is not NULL, then each new Telnet session will be asked to authenticate the Username and
Password.

Parameters:
Type Name Description
const char | *name A pointer to the Username.
const char | *passwd A pointer to the Password.
Returns:

CMD_OK --- If the authentication was OK
CMD_CLOSE --- If the authentication causes the session to terminate (i.e. close)
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4.8. *CmdCmd_func

Synopsis:

extern int (* CmdCmd_func )( const char *command, FILE *fRespondto, void *pData )

This function is of the form:

int ProcessCommand( const char * command, int fd_respondeto );

Description:

This is the command processing CALLBACK function.

Parameters:
Type Name Description
const char | *command A pointer to the NULL terminated ASCII text of the
command.
FILE *fRespondto | The file descriptor (fd) that all response should be sent to.
Note: Use fprintf or fiprintf to write to the file descriptor.
void *pData The pointer to a data object.
Returns:

CMD_OK --- If the command was OK
CMD_CLOSE --- If the command causes the session to terminate (i.e. close)
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4.9. *CmdConnect_func

Synopsis:

extern void* ( * CmdConnect_func )( FILE *fRespondto );

This function is of the form:

void ConnectCommand ( FILE * fRespondto );

Description:

This is the connect CALLBACK function. Note: If this function pointer is not NULL, then the system will call
this function every time a new session is started.

Parameters:

Type | Name Description
FILE | *fRespondto | The file descriptor (fd) that all response should be sent to.
Note: Use fprintf or fiprintf to write to the file descriptor.

Returns:

An arbitrary void * data item to be associated with this session
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4.10. *CmdPrompt_func

Synopsis:

extern void (* CmdPrompt_func )( FILE *fRespondto, void *pData )

This function is of the form:

void PromptCommand( int fd_respondeto )

Description:

This is a prompt Callback function. Note: If this function pointer is not NULL, then the system will call this

function every time a new prompt line needs to be displayed.

Parameters:

Type | Name Description

FILE | *fRespondto | The file descriptor (fd) that all response should be sent to.

Note: Use fprintf or fiprintf to write to the file descriptor.

void | *pData The pointer to a data object that can be used in the prompt. The
value of pData is the value returned by *CmdConnect_func.
This means that you can change the value of pData for each
connection, and make that value part of the command prompt
(e.g. NB:1>, NB:2>, NB:3>, etc.).

Returns:

Nothing --- This is a void function

Example:
#include <command.h>
void ProcessPrompt( FILE *fp, void *pData )
/I The following code will produce the prompt: "MyPrompt> "

fiprintf( fp," \ nMyPrompt>");
}

void UserMain( void *pd )
CmdPrompt_func = ProcessPrompt;

while (1)
OSTimeDly( TICKS_PER_SECOND );
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4.11. *CmdDisConnect_func

Synopsis:

extern void (* CmdDisConnect_func )( FILE *fRespondto, int cause, void *pData )

This function is of the form:

void DisconnectCommand( int fd_respondeto, int cause );

Description:

This is a disconnect CALLBACK function. Note: If this function pointer is not NULL, then the system will call
this function every time a session is terminated.

Parameters:
Type Name Description
FILE *fRespondto | The file descriptor (fd) that all responses should be sent
to. Note: Use fprintf or fiprintf to write to the file
descriptor.
int cause The reason why it is disconnected. The current values of
cause are:
#define CMD_DIS_CAUSE_TIMEOUT (1)
#define CMD_DIS_CAUSE_CLOSED (2)
#define CMD_DIS_SOCKET_CLOSED (3) --- Do not
send a response for this case.
#define CMD_DIS_AUTH_FAILED (4) --- Do not send a
response for this case.
void *pData The pointer to a data object.
Returns:

Nothing --- This is a void function
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4.12. SendToAll

Synopsis:

void SendToAll ( char *buffer, int len, BOOL include_serial_ports )

Description:

This function will send to all connected sockets, excluding "Listening sockets".

Parameters:
Type | Name Description
char *buffer Pointer to the buffer.
int len The length of what is in the buffer.
BOOL | include_serial _ports | Do you want to include Serial ports or just TCP ports?

Returns:

Nothing --- This is a void function
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4.13. Globals

4.13.1. CmdldleTimeout

Synopsis:

extern int CmdldleTimeout;

Description:

The number of seconds a connection is idle before it is terminated due to inactivity.

4.13.2. *Cmdlogin_prompt

Synopsis:

extern const char *Cmdlogin_prompt;

Description:

If this is not NULL, then it will be sent to the socket on connection (before authentication is tried).
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5. DHCP Library

5.1. Introduction

This Library provides a DHCP Client to dynamically get IP Addresses using the RFC1541 DHCP protocol. To
use this Library you must call the StartDHCP( ) function after the IP stack is initialized. Once the DHCP
Client is stared, it will automatically renew the DHCP address when necessary.

The Network Programmers Guide provides a complete section on using DHCP as a simple function call, and
also a detailed implementation in which you can create your own DHCP object for more detailed control.

Header File

#include <dhcpclient.n> // Found in C:\Nburn\include

Most Commonly Used Functions

GetDHCPAddress Returns DHCP_OK on success. Automatic DHCP renewal.
GetDHCPAddressIfNecessary Same as GetDHCPAddress, but checks to verify EthernetlP is
0.0.0.0 so no static IP address is configured.

ValidDhcplLease Returns TRUE if lease is valid

GetRemainingDhcpLeaseTime | Returns the number of seconds remaining on the current lease

Advanced Functions for DHCP Objects

The following functions require an intimate understanding of the RFC DHCP implementation. Before using
any of these functions please read the Changing IP Address section of the Network Programming Guide,
which provides examples on how to use these functions.

StartDHCP Starts the DHCP client

StopDHCP Stops the DHCP client, and release any active DHCP lease

RebindDHCP Forces a DHCP rebind

RenewDHCP Forces a DHCP renew

GetDhcpRebindTime Returns time at which a rebind will occur in seconds (system clock)

GetDhcpRenewTime Returns time at which a renew will occur in seconds (system clock)

GetDhcpExpirationTime Returns time at which a lease will expire in seconds (system clock)

GetDHCPState Get the current DHCP state

SetDHCPDiscoverSeconds | Set the number of second to be advertised when trying to get a DHCP
address
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5.2. Global Variables

const char *pDHCPOfferName Pointer to define a name for the DHCP device

Type Name Description

IPADDR DhcpClientlP The allocated IP Address.

IPADDR DhcpClientMask The allocated Subnet Mask.
IPADDR DhcpServerlP The Server ID.

IPADDR DhcpRelaylP The Relay Agent.

IPADDR DhcpRouterIP The Gateway IP Address.

IPADDR DhcpDNSIP The DNS IP Address.

Volatile DWORD | DhcplLeaseTimer Tracks the current lease time.
DWORD DhcplLeaseStart IP Address lease start time in seconds.
DWORD DhcpLeaseTime IP Address lease time in seconds.
DWORD DhcpRenewTime Time to renewing state in seconds.
DWORD DhcpRebindTime Time to rebinding state in seconds.
const char *pDHCPOfferName | The name to give this DHCP client.

Note: This name must be set before
calling StartDHCP.

5.3. DHCP Example

The most common method of starting DHCP is with the GetDhcpAddress( ) function, which will automatically

handle renewing the DHCP lease.

void UserMain( void *pd )

\r\n");

{
iprintf( "Mod5270 Factory Demo Program
InitializeStack(); /I Initialize TCP/IP stack
if ( EthernetlP ==0)
{
ipri  ntf( "Trying DHCP \r\in");
GetDHCPAddress();
iprintf( "DHCP assigned the IP address of :");
ShowlP( EthernetIP );
iprintf( " \r\in");
}
/I remainder of application
}

53




The NetBurner Runtime Libraries Reference

5.4. GetDHCPAddress

Synopsis:

int GetDHCPAddress( );

Description:

This function encapsulates all of the code necessary to start the DHCP Client and automatically renew the
lease.

Parameters:

None
Return Values:

DHCP_OK (0) --- The system found a DHCP address
DHCP_FAILED (-1) --- The system failed to acquire a DHCP address
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5.5. GetDHCPAddresslIfNecessary

Synopsis:

int GetDHCPAddresslfNecessary( int interface = 0 );

Description:

This function encapsulates all of the code necessary to start the DHCP Client and automatically renew the
lease. It is the most common way to use DHCP. It is similar to GetDHCPAddress, but adds a check to verify
the Ethernet IP address is 0.0.0.0 before attempting to get a DHCP IP address. The assumption is that if a
static IP address is configured, then DHCP should not be used.

Parameters:

The network interface. If no parameter is specified, the default interface will be used.
Return Values:

DHCP_OK (0) --- The system found a DHCP address
DHCP_FAILED (-1) --- The system failed to acquire a DHCP address
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5.6. GetRemainingDhcpLeaseTime

Synopsis:

DWORD GetRemainingDhcpLeaseTime();

Description:

DHCP uses the concept of a "lease" or amount of time that a given IP address will be valid for a computer.

Therefore, call this function to retrieve the number of seconds remaining for the current valid "lease".

Parameters:

None

Returns:

The amount of times left (in seconds) on the current DHCP "lease"
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5.7. ValidDhcplLease

Synopsis:

BOOL ValidDhcpLease( );

Description:

DHCP uses the concept of a "lease" or amount of time that a given IP Address will be valid for a computer.
Therefore, call this function to determine the validity of the DHCP "lease".

Parameters:

None
Returns:

1-TRUE--If the fleased is valid
0-FALSE ---1 f the Al eased is not val i d
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5.8. StartDHCP

Synopsis:

void StartDHCP( OS_SEM * pDhcpSemaphore );

Description:

This function starts the DHCP client, and should only be used if you have a requirement to create your own
DHCP instance. Most application will use the functions: GetDhcpAddress( ) or GetDhcpAddressifNecessary(
) that start the DHCP service automatically.

If you point the DHCP global variable pDHCPOfferName to a name, the DHCP system will assign that name.
It will return immediately, and you need to either watch the semaphore, or monitor the status of DHCP using
the GetDHCPState function before you assume that the IP Address has been setup. When you use this
function to start DHCP it will automatically renew the DHCP lease.

Parameters:

Type Name Description
OS_SEM | *pDhcpSemaphore | A pointer to a Semaphore - to notify when DHCP is
complete. Note: It may be passed in as NULL.

Returns:

Nothing --- This is a void function

Example Code:
Refer to the Network Programming Guide for detailed information on creating your own DHCP instance.

#include <dhcpclient.h>

{
OS_SEM DHCPSem;
OSSemilnit(&DHCPSem,0);// Initialize the Semaphore
StartDHCP(&DHCPSem); // Start DHCP
if (OSSemPend(&dhcpSem,20*TICKS_PER_SECOND)==0S_TIMEOUT) // Wait 20 sec
/I DHCP did not initialize, handle the error here
}
}
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5.9. StopDHCP

Synopsis:

void StopDHCP();
Description:

This function stops the DHCP client and releases any DHCP leases we own. Standard DHCP Client
operation does not need to call this function, it should only be used when creating your own DHCP object.

Parameters:

None

Returns:

Nothing --- This is a void function
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5.10. RebindDHCP

Synopsis:

void RebindDHCP();

Description:

DHCP uses the concept of a "lease" or amount of time that a given IP Address will be valid for a computer.
Therefore, calling this function will result in a "lease" rebind (i.e. a forced rebinding of the lease). Standard
DHCP Client operation does not need to call this function, it should only be used when creating your own
DHCP object.

Parameters:

None

Returns:

Nothing --- This is a void function
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5.11. RenewDHCP

Synopsis:

void RenewDHCP();

Description:

DHCP uses the concept of a "lease" or amount of time that a given IP Address will be valid for a computer.
Therefore, calling this function will result in the "lease" being renewed (i.e. a forced renew of the lease).
Standard DHCP Client operation does not need to call this function, it should only be used when creating
your own DHCP object.

Parameters:

None

Returns:

Nothing --- This is a void function
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5.12. GetDHCPState

Synopsis:

int GetDHCPState( );

Description:

This function returns the current state of the DHCP lease.

Parameters:

None

Returns:

SDHCP_DISCOVER --- The system is discovering the DHCP servers
SDHCP_OFFER --- The system has responded to an Offer

SDHCP_ACK --- The System has acknowledged the Offer

SDHCP_INIT --- The System is reinitializing

SDHCP_CMPL --- The System has completed the last transaction
SDHCP_RENEW --- The System is in the process of renewing
SDHCP_REBIND --- The System has failed the Renew and is trying to Rebind
SDHCP_RELEASE --- The System is trying to release the Lease
SDHCP_NOTSTARTED --- The System has not been initialized
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5.13. GetDhcpRenewTime

Synopsis:

DWORD GetDhcpRenewTime() { return DhcpRenewTime; }

Description:

Returns time at which a renew will occur (50% of lease time), in seconds. The value is referenced to the
system seconds counter: Secs.

Parameters:

None
Returns:

Returns time at which a renew will occur in seconds. The value is referenced to the system seconds counter:
Secs.
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5.14. GetDhcpRebindTime

Synopsis:

DWORD GetDhcpRenewTime()

Description:

Returns time at which a rebind will occur (approx. 87.5% of lease time) in seconds. The value is referenced
to the system seconds counter: Secs.

Parameters:

None
Returns:

Returns time at which a rebind will occur in seconds. The value is referenced to the system seconds counter:
Secs.
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5.15. GetDhcpExpirationTime

Synopsis:
DWORD GetDhcpExpirationTime()
Description:

Returns time at which a lease will expire in seconds. The value is referenced to the system seconds counter:
Secs.

Parameters:

None
Returns:

Returns time at which a lease will expire in seconds. The value is referenced to the system seconds counter:
Secs.
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6. FTP Client Library

6.1. Introduction

The FTP Client module provides code for sending and receiving files from a FTP server. Most embedded
platforms, including the NetBurner embedded development environment, do not have a built-in file system
(although you could implement a file system on your own). This means that the Client FTP code does not
use files as you might think of them on a computer's hard drive. Instead, you will create data streams that are
associated with file names. In other words, a "file" is just a collection of bytes that can be stored in Flash
memory or RAM.

When you read a file from the external FTP server using the FTPGetFile function, you will receive a file
descriptor (fd), not a file. If you read the bytes/data from this file descriptor you will receive the contents of
the remote file as a stream of data. The received data is stored in Flash or RAM.

When you create a file on a remote FTP server using the FTPSendFile, function, then you write the stream of
data that will become the remote file associated with the file descriptor. If the remote FTP server has a file
system (e.g. a Unix server running a FTP daemon), then the stream of data you wrote would likely be stored
as a file on a computer's hard drive.

Some basic knowledge of the inner workings of FTP will be helpful in using this module. Two recommended
references are TCP/IP lllustrated Volume 1 (Chapter 27) by Richard Stevens, and/or RFC 959.
Header File

#include <ftp.h> // Found in C:\Nburn\include

FTP Client Module Description

The basic procedure to use the FTP Client module is:

Open the FTP session (with the FTP_InitializeSession function)

Send commands within the FTP session (with the FTPGetList, FTPGetFileNames, FTPGetFile, and/or

FTPSendFile functions)
Close the session (with the FTP_CloseSession function)

FTP Client Functions to Initialize and/or Close a FTP Session
FTP_InitializeSession --- Create/lnitialize a connection to an FTP Server
FTP_CloseSession --- Close the FTP session

FTP Client Directory Functions

FTPGetDir --- Get the current working directory

FTPSetDir --- Set the current working directory

FTPDeleteDir --- Delete a directory
FTPMakeDir --- Make a directory
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FTPUpDir --- Move up one directory level

FTP Client Miscellaneous File Functions

FTPDeleteFile --- Delete a file on the server
FTPRenameFile --- Rename a file on the server

FTP Client Send File Function

FTPSendFile --- Setup to send a file on an existing FTP session

FTP Client Get File Functions

FTPGetFile --- Setup to receive a file on an existing FTP session
FTPGetList --- Setup to receive a directory on an existing FTP session
FTPGetFileNames --- Setup to receive a just the file names from the existing FTP session

FTP Client Low Level Functions

FTPRawCommand --- Send a command and get a response from the control connection
FTPGetCommandResult --- Get a response from the control connection without sending a command
FTPRawStreamCommand --- Send a command and get a response over a stream connection

FTP Client Example Program

See FTPClient example application in \nburn\examples\FTPClient
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6.2. FTP_InitializeSession

Synopsis:

int FTP_InitializeSession( IPADDR server_address, WORD port, PCSTR UserName,
PCSTR PassWord, DWORD time_out )

Description:

This function creates and initializes a connection to an FTP server. This call creates a connection to a FTP
server, and logs in with the username and password specified in the function call. The session handle
returned from this call is used by the FTP file and directory functions. Note: The FTP_CloseSession function
is used to close the session.

Parameters:
Type Name Description
IPADDR | server _address | The IP Address of the FTP Server.
WORD port The port number to connect to on the Server.
PCSTR UserName The account User Name.
PCSTR PassWord The account password.
DWORD | time_out The number of time ticks to wait.

Return Values:

> 0 --- FTP session handle

FTP_TIMEOUT --- Time out
FTP_PASSWORDERROR --- Password error
FTP_CONNECTFAIL --- Network error
FTP_NETWORKERROR --- Network error
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6.3. FTP_CloseSession

Synopsis:

int FTP_CloseSession( int session );

Description:

This function closes the specified FTP session. This function should be called when an FTP session is
complete.

Warning: Failure to call this function will result in memory/resource leaks.

Parameters:
Type Name Description
int session The FTP session handle.

Return Values:

FTP_OK --- Closed successfully
FTP_TIMEOUT --- Time out
FTP_COMMANDFAIL --- Command error
FTP_NETWORKERROR --- Network error
FTP_BADSESSION --- Invalid session number
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6.4. FTPGetDir

Synopsis:

int FTPGetDir( int ftp_Session, char * dir_buf, int nbytes, WORD timeout )

Description:

This function gets the current working directory name on the FTP server. This function also copies the name
of the current working directory into the buffer specified by dir_buf.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
char *dir_buf A pointer to the buffer that will hold the directory name.
int nbytes The maximum number of bytes to copy.
WORD timeout The number of ticks to wait for timeout.

Return Values:

> 0 --- The number of bytes read

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Could not execute command
FTP_CONNECTFAIL --- FTP failure
FTP_NETWORKERROR --- Network error
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6.5. FTPSetDir

Synopsis:

int FTPSetDir( int ftp_Session, const char * new_dir, WORD timeout )

Description:

This function sets the current working directory of the FTP Server.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
const char | *new dir The name of the directory to change to
WORD timeout The number of timer ticks to wait for timeout.

Return Values:

FTP_OK --- Set successfully

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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6.6. FTPDeleteDir

Synopsis:

int FTPDeleteDir( int ftp_Session, const char * dir_to_delete, WORD timeout )

Description:

This function deletes a directory on the FTP server.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the

FTP_InitializeSession call.

const char | *dir_to_delete The name of the directory to be deleted.

WORD timeout The number of ticks to wait for a timeout.

Return Values:

FTP_OK --- Deleted successfully

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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6.7. FTPMakeDir

Synopsis:

int FTPMakeDir( int ftp_Session, const char * dir_to_make, WORD timeout )

Description:

This function makes a directory on the FTP server.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the

FTP_InitializeSession call.

const char | *dir_to_make The name of the directory to create.

WORD timeout The number of ticks to wait for a timeout.

Return Values:

FTP_OK --- Created successfully

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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6.8. FTPUpDir

Synopsis:

int FTPUpDir( int ftp_Session, WORD timeout )

Description:

This function moves up one directory level in the directory hierarchy on the FTP server.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
WORD timeout The number of ticks to wait for a timeout.

Return Values:

FTP_OK --- Changed directory successfully

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error

74



The NetBurner Runtime Libraries Reference

6.9. FTPDeleteFile

Synopsis:

int FTPDeleteFile( int ftp_Session, const char * file_name, WORD timeout )

Description:

This function deletes a file on the FTP server.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
const char | *file The file name to be deleted.
WORD timeout The number of ticks to wait for a timeout.

Return Values:

FTP_OK --- Deleted successfully

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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6.10. FTPRenamekFile

Synopsis:

int FTPRenamekFile( int ftp_Session, const char * old_file_name, const char * new_file_name,
WORD timeout )

Description:

This function renames a file on the FTP server.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
const char | *old file_name The file name to be renamed.
const char | *new file_name The new file name.
WORD timeout The number of ticks to wait for a timeout.

Return Values:

FTP_OK --- Renamed successfully

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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6.11. FTPSendFile

Synopsis:

int FTPSendFile( int ftp_Session, const char * full_file_name, BOOL bBinaryMode, WORD timeout )

Description:

This function call initializes the send file process to send a file to a FTP server. It sets up a new TCP
connection that will be used to transfer the file data. To actually send the file data, use the returned file
descriptor and the standard I/O write commands, such as write, writestring, or writeall. After sending the

data, close the returned file descriptor with the close function.

Important: After the file has been sent, you must call FTPGetCommandResult to get the result from the
write. Warning: Failing to do this will cause the system to get out of sync. A return value of 226 is

normal.
Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
const char | *full_file_name The file name that the FTP server should assign
to the data sent.
BOOL bBinaryMode True if the file is to be transferred in binary mode.
False for ASCII.
WORD timeout The number of ticks to wait for a timeout.

Return Values:

> 0 --- FTP write file descriptor
FTP_TIMEOUT --- Time out
FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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Example:
/I Setup to send file and get file descriptor fd
/I The fiftp 0 session handle would has already been
/I FTP_Initialize Sessio n() call
int fd = FTPSendFile(ftp, OFOOBAR.TXD,FALSE,100);
if (fd > 0)
{
writestring(fd, 0This is a test file \ r\ no);
writestring(fd, 0This is line 2 of the test file
writestring(fd, OLast Line \r\no);
close(fd);

rv = FTPGetCommandResult(ft p,tmp_resultbuff,255,100);

if (rv 1= 226)
iprintf( AiWrite Error Command result = %d
%3 r\ n",rv,tmp_resultbuff);

}

else

iprintf( fiFailed to create file FOOBAR.TXT \ r\no);
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6.12. FTPGetFile

Synopsis:

int FTPGetFile( int ftp_Session, const char * full_file_name, BOOL bBinaryMode, WORD timeout )

Description:

This function call initializes the receive file process used to get a file from a FTP server. It sets up a new TCP
connection that will be used to transfer the file data. To actually receive the file data, use the returned file
descriptor and the standard I/O read commands, such as the ReadWithTimeout function.

Note: It would be unwise to use the read function, because it would block forever if the connection were lost
to the FTP Server. After reading the data, close the returned file descriptor with the close function.

Important: After the file descriptor has been returned, you must call the FTPGetCommandResult function to
get the result from the read. Warning: Failing to do this will cause the system to get out of sync. A

return value of 226 is normal.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
const char | *full_file_name The complete file name to be transferred,

including path.

BOOL bBinaryMode True if the file is to be transferred in binary mode.
False for ASCII.
WORD timeout The number of ticks to wait for a timeout.

Return Values:

>0 --- FTP read file descriptor
FTP_TIMEOUT --- Time out
FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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Example:

/I Setup file transfer and get file descriptor fdr

int fdr = FTPGetFile( ftp, "FOOBAR.TXT", FALSE, 100 );
if (fdr > 0)

{

/I The following function reads data from the specified file
/I This is the location where you could use

/I a different mechanism to retrieve the data.
ShowFileContents( fdr );

close( fdr );

/l Now read the command result co de from the GetFile command

rv = FTPGetCommandResult( ftp,  tmp_resultbuff,
if (rv 1= 226)

iprintf("Error Command result = %d %s \r\n", v,
}
else

iprintf( "Failed to get file FOOBAR.TXT \r\in" );
/I This function read s the data stream from the fd and

/I displays it to stdout, which is usually the com1 serial
/I port on the NetBurner board.

void ShowFileContents( int fdr )
{

iprintf( “\r\n[" )

int rv;

do

{

rv = ReadWithTimeout(fdr,tmp_resultbuff,255,20);
if (rv < 0)

iprintf("RV = %d \r\n"rv);
else

{
tmp_resultbuff[rv] = 0;

iprintf("%s" tmp_resultbuff);

}

while (rv > 0);
iprintf("] \r\in");
}
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6.13. FTPGetList

Synopsis:

int FTPGetList( int ftp_Session, const char * full_dir_name, WORD timeout );

Description:

This function initializes the get directory process to receive a full directory listing from the FTP server. A new
TCP connection is created to receive the file listing from the server. To actually receive the list use the
returned file descriptor to read the list using the standard I/O read commands, such as ReadWithTimeout.
After reading the data, close the returned file descriptor with the close function.

Important: After you have received the list, you must call the FTPGetCommandResult function to get the
result from the read. Warning: Failing to do this will cause the system to get out of sync. A return value
of 226 is normal.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
const char | *full_dir_name The complete directory name to be transferred.
Can be NULL.
WORD timeout The number of ticks to wait for a timeout.

Return Values:

>0 --- FTP read file descriptor

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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Example:

int fdr = FTPGetList(ftp,NULL,100);

if (fdr > 0)

{
/[This function reads data from the fd until complete.
ShowFileCont ents(fdr);

/I 'You would probably use a different function.
/I The source for this function is shown in the module example.
close(fdr);

/I Now read the command result code from the GetList command

rv = FTPGetCommandResult(ftp,tmp_resultbuff ,255,100);
if (rv 1= 226)
iprintf("Error Command result = %d %s \ r\ n",rv,tmp_resultbuff);
else
iprintf("Failed to get file list \r\in");
/I This function reads the data stream from the fd and displays
/I it to stdout, which is usually the com1 serial port on the

/I NetBurner board.
void ShowFileContents(int fdr)
{
iprintf(" \r\n[");
int rv;
do
{
rv = ReadWithTimeout(fdr,tmp_resultbuff,255,20);
if (rv <0)

iprintf("RV = %d \r\n"rv);
else

{
tmp_resultbuff[rv] = 0;

iprintf("%s",tmp_resultbuff);

while (rv > 0);
iprintf("] \r\n");
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6.14. FTPGetFileNames

Synopsis:

int FTPGetFileNames( int ftp_Session, const char * full_dir_name, WORD timeout )

Description:

This function initializes the get directory process to receive just the file names listing from the server. It sets
up a new TCP connection to receive the file listing from the server. To actually receive the list, use the
returned file descriptor to read the data using the standard I/O read commands, such as ReadWithTimeout.

Warning: It would be unwise to use the read function, because it would block forever if the connection were
lost to the FTP Server. After reading the data, close the returned file descriptor with the close function.

After the file connection has been established, you must call the FTPGetCommandResult function to get the
result from the read. Warning: Failing to do this will cause the system to get out of sync. A return value
of 226 is normal.

Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
const char | *full_dir_name The complete file name to be transferred,
including the path.
WORD timeout The number of ticks to wait for a timeout.

Return Values:

int --- The command success code

>0 --- FTP read file descriptor
FTP_TIMEOUT --- Time out
FTP_CONNECTFAIL --- FTP failure
FTP_NETWORKERROR --- Network error
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Example:
int fdr = FTPFileNames(ftp,NULL,100);
i f(fdr>0)
{
/I This function reads data from the fd until complete. You may
/l want to use a different method here.
ShowFileContents(fdr);
close(fdr);
/I Now read the command result code from the GetList command
rv = FTPGetCommandResul t(ftp,tmp_resultbuff,255,100);
if (rv 1= 226)
iprintf("Error Command result = %d %s \ r\ n",rv,tmp_resultbuff);
}
else
iprintf("Failed to get file list \r\n");

/I This function reads the data stream from the fd and

/I displays it to stdout, which is usually the com1 serial
/I port on the NetBurner board.

void ShowFileContents(int fdr)

{
iprintf(" \r\n[");
int rv;
do
{
rv = ReadWithTimeout(fdr,tmp_resultbuff,255,20);
if (rv < 0) iprintf("RV = %d \r\n"rv);
else
{
tmp_resultbuff[rv] = 0;
iprintf("%s",tmp_resultbuff);
while (rv > 0);
iprintf("] \r\n";
}
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6.15. FTPRawCommand

Synopsis:

int FTPRawCommand( int ftp_Session, const char * cmd, char * cmd_buf, int nbytes, WORD timeout )

Description:

This function sends a command and gets a response from the FTP control connection. This command is the
basis for most of the FTP commands in the FTP module. It is used where a stream return is not expected.
Important: Using this command requires that you are familiar with the FTP Protocol details.

Parameters:

Type Name Description

int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.

constchar | *cmd The command to send - not including the \r\n termination.

char *cmd_buf The buffer to hold the result from the server which
includes a CLF/LF at the end.

int nbytes The maximum number of bytes in server response to copy
(including numeric code and null terminator).

WORD timeout The number of ticks to wait for a timeout.

Return Values:

> 0 --- The FTP numeric response code

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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6.16. FTPGetCommandResult

Synopsis:

int FTPGetCommandResult( int ftp_Session, char * cmd_buf, int nbytes, WORD timeout )

Description:

This function gets a response from the control connection without sending a command. This command may
be used after the following four functions to get the command result:

FTPGetList
FTPGetFileNames
FTPGetFile
FTPSendFile
Parameters:
Type Name Description
int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.
char *cmd_buf The buffer to hold the result.
int nbytes The maximum number of bytes to copy.
WORD timeout The number of ticks to wait for a timeout.

Return Values:

>0 --- The FTP read file descriptor

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)
FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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6.17. FTPRawStreamCommand

Synopsis:

int FTPRawStreamCommand( int ftp_Session, const char * cmd, int * pResult,
char * cmd_buf, int nbytes, WORD timeout )

Description:

This function sends a command and gets a response over a stream connection. This command is the basis
for functions such as FTPGetList and FTPGetFiles. It is used where a stream return is expected.

After you have received or sent the data stream you must call FTPGetCommandResult to get the result from
the read or write. Warning: Failing to do this will cause the system to get out of sync. A return value of
226 is normal. However, other values such as 250 are also possible depending on the FTP server.

Parameters:

Type Name Description

int ftp_Session The FTP session handle returned from the
FTP_InitializeSession call.

const char | *cmd The command to send - not including the \r\n termination.

int *pResult The FTP command result code.

char *cmd_buf The buffer to hold the command connection results from the
server, which includes a CR/LF at the end.

int nbytes The maximum number of bytes to copy into the cmd_buf
(includes numeric response code and null terminator).

WORD timeout The number of ticks to wait for a timeout.

Return Values:

> 0 --- FTP data channel file descriptor (Note: The FTP server will drop the data channel after completion of
sending data to the client that will cause a read error)

FTP_TIMEOUT --- Time out

FTP_COMMANDFAIL --- Command failed (e.g. a nonexistent directory)

FTP_CONNECTFAIL --- FTP failure

FTP_NETWORKERROR --- Network error
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7. FTP Server Library

7.1. Introduction

Implementing an FTP server in an embedded system without a built-in file system is not a trivial undertaking.
Most embedded applications do not require a file system, and a file system is not part of the standard
NetBurner package. If a file system is required for a specific application, it is the responsibility of the
programmer to implement the required features. A file system could be the trivially simple example of a
single file, or it could be quite complex.

Using the FTP Server requires that you, the programmer, write the functions defined in the FTP
documentation. These functions are "callback" functions that allow you to customize the FTP server actions
to suit your particular application. Note: All callback functions required for your application must be
implemented by you.

The NetBurner examples (C:\Nburn\examples) directory has three FTP server sample applications:
ftpd_trivial --- A simple example that reads and writes a single file.

ftpd_expose_html --- A more complex example that exposes all HTML served files to the FTP server.

ftpd_code_update --- This example shows you how to upgrade the NetBurner firmware and reset the system
using FTP.

Header File

#include <ftpd.h>  // Found by default in C:\Nburn\include

Operational Functions

FTPDStart --- Starts the FTP Server task

FTPDStopReq --- Sends a stop request to the currently running FTPD
FTP Session Callback typedef

(FTPDCallBackReportFunct) --- The typedef for all directory reporting callbacks

FTP Session Callback Functions (These functions must be implemented by the programmer)

FTPDSessionStart --- Function called to indicate the start of a user session
FTPDSessionEnd --- Function called to indicate a user session will be terminated

FTP Directory Callback Functions (These functions must be implemented by the programmer)

FTPD_DirectoryExists --- Function called by the FTP Server to test for the existence of a directory
FTPD_CreateSubDirectory --- Function called by the FTP Server to create a directory
FTPD_DeleteSubDirectory --- Function called by the FTP Server to delete a directory
FTPD_ListSubDirectories --- Function called by the FTP Server to list all subdirectories under the current
directory
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FTP File Callback Functions (These functions must be implemented by the programmer)

FTPD_FileExists --- Function to report on the whether or not a file exists
FTPD_SendFileToClient --- Function to send the contents of a file to a file descriptor
FTPD_AbleToCreateFile --- Function to report on the ability to create/receive a file
FTPD_GetFileFromClient --- Function to create/get a file

FTPD_DeleteFile --- Function to delete a file

FTPD_DeleteFile --- User supplied function to delete a file

FTPD_ListFile --- Lists every file in the current directory

FTPD_ListFile --- User supplied function that lists every file in the directory
FTPD_Rename --- User supplied function to rename a file
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7.2. FTPDStart

Synopsis:

int FTPDStart( WORD port, BYTE server_priority )

Description:
This function starts the FTP Server task, which listens for incoming connections.

Warning: Only one instance of the FTPD is allowed.

Parameters:
Type Name Description
WORD | port The TCP port to listen to for incoming FTP requests.
BYTE server_priority | The uC/OS task priority for the FTP Server.

Return Values:

FTPD_RUNNING --- The FTPD is already running
FTPD_LISTEN_ERR --- The listen socket could not be opened
FTPD_OK --- The FTPD was successfully started

FTPD_FAIL --- The FTPD task could not be created
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7.3. FTPDStopReq

Synopsis:

int FTPDStopReq( )

Description:

This function sends a stop request to the currently running FTPD.

Parameters:

None
Return Values:

FTPD_RUNNING --- The FTPD is still running
FTPD_NOT_RUNNING --- The FTPD is no longer running
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7.4. (FTPDCallBackReportFunct)

Synopsis:

typedef void ( FTPDCallBackReportFunct )( int handle, const char * name_to_report)

Description:

This is the typedef for all directory reporting callbacks. This callback type definition is used by the directory
reporting functions.

Parameters:
Type Name Description
int handle The handle passed into the listing function.
const char | *name_to_report | The file name to report for use in a directory
listing.

Return Value:

Nothing --- This is a void function
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7.5. FTPDSessionStart

Synopsis:

void * FTPDSessionStart( const char * user, const char * passwd, const IPADDR hi_ip)

Description:

This function is called to indicate the start of a user Session. This function is called following the creation of a
new FTP session. This function needs to determine the validity of the user/password pair. The returned void
pointer will be passed to all access functions, which will then be asked to determine the validity of the
operation based on the permissions associated with the return value.

Parameters:

Type Name Description

const char | *user The name of the user attempting to establish an
FTP session.

const char | *passwd The password of the user attempting to establish an
FTP session.

const IPADDR hi_ip The IP Address of the Server trying to establish this
connection.

Return Values:

NULL --- The user name/password set is invalid
(obj) --- A non-null void pointer to an object that will be associated with this login session
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7.6. FTPDSessionEnd

Synopsis:

void FTPDSessionEnd( void * pSession )

Description:

This function is called to indicate that a user session will be terminated. This callback function gives the user
program the opportunity to clean up any storage associated with the void pointer returned from the
FTPDSessionStart call.

Parameters:
Type Name Description
void *pSession The void * object returned from the FTPDSessionStart
function call.

Return Value:

Nothing --- This is a void function
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7.7. FTPD_DirectoryExists (User Defined)

Synopsis:

int FTPD_DirectoryExists( const char * full_directory, void * pSession )

Description:

This function called by the FTP Server to test for the existence of a directory. This function is called by the
FTP Server as the result of an attempt to change to a new directory. This function can also be used to
validate the permissions of the session. This function must be implemented by the programmer.

Parameters:
Type Name Description
const char | *full_directory The name of the new directory to test.
void *pSession The void * object returned from the
FTPDSessionStart function call.

Return Values:

FTPD_OK --- The requested directory exists
FTPD_FAIL --- The requested directory does not exist, or access is not permitted for the user
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7.8. FTPD_CreateSubDirectory (User Defined)

Synopsis:

int FTPD_CreateSubDirectory( const char * current_directory, const char * new_dir, void * pSession )

Description:

This function is called by the FTP Server to create a directory. This function is called by the FTP Server as
the result of an attempt to create a new directory. This function can also be used to validate the permissions
of the session. This function must be implemented by the programmer.

Parameters:
Type Name Description
const char | *current_directory | The current value of the session directory.
const char | *new dir The directory to create under the current_directory.
void *pSession The void * object returned from the
FTPDSessionStart function call.

Return Values:

FTPD_OK --- The requested directory was created
FTPD_FAIL --- The requested directory could not be created
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7.9. FTPD_DeleteSubDirectory (User Defined)

Synopsis:

int FTPD_DeleteSubDirectory( const char *current_directory, const char * sub_dir, void * pSession )

Description:

This function is called by the FTP Server to delete a directory. This function is called by the FTP Server as
the result of an attempt to delete a subdirectory. This function call can be used to validate the permissions of
this session. This function must be implemented by the programmer.

Parameters:
Type Name Description
const char | *current_directory | The current value of the session directory.
const char | *sub_dir The directory to delete under the
current_directory
void *pSession The void * object returned from the
FTPDSessionStart function call.

Return Values:

FTPD_OK --- The requested directory was deleted
FTPD_FAIL --- The requested directory could not be deleted
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7.10. FTPD_ListSubDirectories (User Defined)

Synopsis:
int FTPD_ListSubDirectories( const char * current_directory, void * pSession,
FTPDCallBackReportFunct * pFunc, int handle )
Description:
This function is called by the FTP Server to list all subdirectories under the current directory. This function is

called by the FTP Server as the result of a client's attempt to list the contents of a directory. This function
must be implemented by the programmer.

Parameters:

Type Name Description

const char *current_directory | The current value of the session directory.

void *pSession The void * object returned from the
FTPDSessionStart function call.

FTPDCallBackReportFunct | *pFunc The pointer to the callback function to be
called for each subdirectory.

int handle The handle value to be passed back into
the pFunc.

Return Values:

FTPD_OK --- The requested listing was successfully delivered
FTPD_FAIL --- The requested directory could not be listed

Example:
Everything inside the callback function stub must be supplied by the programmer.

The FTP server will automatically call this function and provide values for the function variables. It is the
programmer's responsibility to execute pFunc( ) with the provided handle and a pointer to the string
representing the subdirectory name. Note: pFunc() must be executed once for each subdirectory name.
In the example below, the variables number_of directories and DirectoryName must be declared and
initialized elsewhere in the application program:

int FTPD_ListSubDirectories(const char *current_directory, void *pSession, FTPDCallBackReportFunct
*pFunc, int handle);

for (int n = 0; n < number_of_dir; n++)
pFunc(handle, DirectoryName[n]);
return FTPD_OK;

}
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7.11. FTPD_FileExists (User Defined)

Synopsis:

int FTPD_FileExists( const char * full_directory, const char * file_name, void * pSession )

Description:

This function reports on whether or not a file exists. This function checks for the existence of a file, usually
just before an attempt is made to download the file. This function must be implemented by the
programmer.

Parameters:
Type Name Description
const char | *full_directory The current value of the session directory.
const char | *file_name The name of the file to check.
void *pSession The void * object returned from the
FTPDSessionStart function call.

Return Values:

FTPD_OK --- The requested file exists
FTPD_FAIL --- The requested file does not exist
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7.12. FTPD_SendFileToClient (User Defined)

Synopsis:

int FTPD_SendFileToClient( const char * full_directory, const char * file_name,
void * pSession, int fd )

Description:

This function sends the contents of a file to a file descriptor. This function sends a file to an FTP client. This
function must be implemented by the programmer.

Parameters:
Type Name Description
const char | *full_directory | The current value of the session directory.
const char | *file_name The name of the file to send.
void *pSession The void * object returned from the
FTPDSessionStart function call.
int fd The file descriptor to send to.

Return Values:

FTPD_OK --- The requested file was sent
FTPD_FAIL --- The requested file was not sent
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7.13. FTPD_AbleToCreateFile (User Defined)

Synopsis:

int FTPD_AbleToCreateFile( const char * full_directory, const char  * file_name, void * pSession )

Description:

This function will report on the ability to create/receive a file. This function determines if a file can be created.
This function must be implemented by the programmer.

Parameters:
Type Name Description
const char | *full_directory | The current value of the session directory.
const char | *file_name The name of the file to create.
void *pSession The void * object returned from the
FTPDSessionStart function call.

Return Values:

FTPD_OK --- The requested file can be written (i.e. created)
FTPD_FAIL --- The requested file could not be created
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7.14. FTPD_GetFileFromClient (User Defined)

Synopsis:

int FTPD_GetFileFromClient( const char * full_directory, const char * file_name,
void * pSession, int fd )

Description:

This function is used to create/get a file or to receive a file from the FTP client. This function must be
implemented by the programmer.

Parameters:
Type Name Description
const char | *full_directory | The current value of the session directory.
const char | *file_name The name of the file to create.
void *pSession The void * object returned from the FTPDSessionStart
function call.
int fd The file descriptor that will be used to receive the file.

Return Values:

FTPD_OK --- The requested file was written (i.e. created)
FTPD_FAIL --- The requested file was not created
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7.15. FTPD_DeleteFile

Synopsis:

int FTPD_DeleteFile( const char * current_directory, const char * file_name, void * pSession )

Description:

This function is used to delete a file.

Parameters:
Type Name Description
const char | *current_directory | The current value of the session directory.
const char | *file_name The name of the file to delete.
void *pSession The void * object returned from the
FTPDSessionStart function call.

Return Values:

FTPD_OK --- The requested file was deleted
FTPD_FAIL --- The requested file was not deleted
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7.16. FTPD_DeleteFile (User Defined)

Synopsis:

int FTPD_DeleteFile( const char * current_directory, const char * file_name, void * pSession )

Description:

This is a user written function to delete a file. This function must be implemented by the programmer.

Parameters:
Type Name Description
const char | *current_directory | The current value of the session directory.
const char | *file_name The name of the file to delete.
void *pSession The void * object returned from the
FTPDSessionStart function call.

Return Values:

FTPD_OK --- The requested file was deleted
FTPD_FAIL --- The requested file could not be deleted
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7.17. FTPD_ListFile

Synopsis:

int FTPD_ ListFile( const char * current_directory, void * pSession, FTPCallBackReportFunct * pFunc,
int handle )

Description:

This is a callback function, with the name of every file in the directory.

Parameters:
Type Name Description
const char *current_directory | The current value of the session
directory.
void *pSession The void * object returned from the
FTPDSessionStart function call.
FTPCallBackReportFunct | *pFunc The pointer to the callback function to be

called for each file name. This is a
callback function provided and used by
the NetBurner internal FTP code.

int handle The handle value to be passed back into
the pFunc. This is a handle provided
and used by the NetBurner internal FTP
code.

Return Values:

FTPD_OK --- The requested files were listed
FTPD_FAIL --- The requested files were not listed
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7.18. FTPD_ListFile (User Defined)

Synopsis:

int FTPD_ListFile( const char * current_directory, void * pSession,
FTPDCallBackReportFunct * pFunc, int handle );

Description:

This function is a user supplied function that lists all files in the current directory. This function must be
implemented by the programmer.

Parameters:
Type Name Description
const char *current_directory | The current value of the session
directory.
void *pSession The void * object returned from the
FTPDSessionStart function call.
FTPCallBackReportFunct | *pFunc The pointer to the callback function to be

called for each file name. This is a
callback function provided and used by
the NetBurner internal FTP code.

int handle The handle value to be passed back into
the pFunc. This is a handle provided
and used by the NetBurner internal FTP
code.

Return Values:

FTPD_OK --- The requested files were listed
FTPD_FAIL --- The requested files were not listed
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Example:

Everything inside the callback function stub must be supplied by the programmer. The FTP server
will automatically call this function and provide values for the function variables.

Important: It is the programmer's responsibility to execute pFunc() with the provided handle and a
pointer to the string representing the file name.

Note: pFunc() must be executed once for each file name. In the example on the next page, the
variables number_of_directories and FileNames must be declared and initialized elsewhere in the
application program:

i nt FTPD_ListFile( const char *current_directory, void * pSession,
FTPDCallBackReportFunct * pFunc, int handle );
{

for (int n = 0; n < numberof_files; n++)

pFunc(handle, FileNames[n]);
return  FTPD_OK;
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7.19. FTPD_Rename (User Defined)

Synopsis:

int FTPD_Rename( const char * current_directory, const char * cur_file_name,
const char * new_file_name, void * pSession )

Description:

This is a user written function; this function is used to rename a file. This function must be implemented
by the programmer.

Parameters:
Type Name Description
const char *current_directory The current value of the session directory.
const char *cur_file_name The current name of the file to rename.
const char *new_file_name The new file name.
void *pSession The void * object returned from the
FTPDSessionStart function call.

Return Values:

FTPD_OK --- The requested file was deleted
FTPD_FAIL --- The requested file could not be renamed
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8. HTTP and HTML Libraries

Header Files

#include <http.h> /I Found in C:\Nburn\include
#include <htmlfiles.h> // Found in C:\Nburn\include

HTTP Dameon Functions

StartHTTP --- Starts the HTTP server

StopHTTP --- Stops the HTTP subsystem

SetNewPostHandler --- Setup a custom Post Handler

SetNewGetHandler --- Setup a custom Get Handler

SetNewHeadHandler --- Setup a custom Head Handler

HTTP Password Processing --- Basic HTML Password Support

CheckAuthentication --- Checks the HTTP request for password information
RequestAuthentication --- Rejects the current HTTP request and request for a password

HTML Header Functions
SendHTMLHeader --- Sends an html response header
SendHTMLHeaderW Cookie --- Sends an html response header with a cookie
SendTextHeader --- Sends a text header
SendGifHeader --- Sends a gif header
Other HTML Responses

RedirectResponse --- Sends a response that redirects the request to the new page
NotFoundResponse --- Sends a response that indicates the page can't be found
Form Posting Functions

ExtractPostData --- Decodes post data

ExtractPostFile --- Extracts a file from the post data stream
EnableMultiPartForms --- Enables multipart form posts

DisableMultiPartForms --- Frees up the buffer

Useful HTML/HTTP Functions
writesafestring --- Writes out a string while escaping all special characters
httpstricmp --- This is a special case insensitive prefix match compare

HTML Encoded File Functions

SendFullResponse --- Sends a complete encoded file as a response

SendFileFragment --- Sends an encoded file as a part of a response
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HTTP Password Support Functions
#include <httppass.h> // Found in C:\Nburn\include

CheckAuthentication --- Check the HTTP request for password information
RequestAuthentication --- Rejects the current HTTP request and request for password
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8.1. StartHTTP

Synopsis:

void StartHTTP( WORD port = 80)

Description:

This function starts the HTTP Server. You must have initialized the IP stack before starting the HTTP Server.

If no port number is specified, the default of 80 will be used.

Parameters:

Type Name Description
WORD | port The port on which to open the HTTP Server. This
defaults to the standard HTTP port (i.e. port 80).

Returns:

Nothing --- This is a void function

Example:

Simple Html --- Found by default in C:\Nburn\examples
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8.2. StopHTTP

Synopsis:

void StopHTTP()

Description:

Use this function to shutdown the HTTP Server.

Parameters:

None

Returns:

Nothing --- This is a void function
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8.3. SetNewPostHandler

Synopsis:
typedef int ( http_posthandler )( int sock, PSTR url, PSTR pData, PSTR rxb )

http_posthandler * SetNewPostHandler( http_posthandler * newhandler )

Description:

When the HTTP Server receives a POST request from an HTML form that request needs to be processed by
a custom function, this call sets up that function. Note: This custom function must be of the form:

int yourposthandler( int sock, PSTR url, PSTR pData, PSTR rxb );

Parameters:
Type Name Description
int sock The File descriptor for the socket that this function
should send a response to.
PSTR (char *) url The URL that this POST was directed at. This is used to
select what form this was posted from.
PSTR pData | The encoded data fields from the form. See the
ExtractPostData function to decode this data.
PSTR rxb A pointer to the entire HTTP request. This is not usually
needed.
Returns:

The function pointer to the previously registered post handler

Example:

FlashForm --- Found by default in C:\Nburn\examples
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8.4. SetNewGetHandler

Synopsis:

typedef int ( http_gethandler )( int sock, PSTR url, PSTR rxb )

http_gethandler * SetNewGetHandler( http_gethandler * newhandler )

Description:

When the HTTP Server receives a GET request, that request needs to be processed. The default GET
processing looks for files stored in the compressed file data section by CompHtml. This allows both static
and dynamic HTML responses; this is usually sufficient. If your application needs to have complete
(program) control of GET requests (e.g. to implement Password protection), you may replace the default
GET processing by registering a new function. Note: This custom function must be of the form:

int yourgethandler( int sock, PSTR url, PSTR rxb );

Parameters:
Type Name Description
int sock The File descriptor for the socket that this function should
send a response to.
PSTR (char *) url The URL that this GET was directed at. This is used to
select what form this was posted from.
PSTR rxb A pointer to the entire HTTP request.
Returns:

The function pointer to the previously registered get handler

Example:

Simple HTML --- Found by default in C:\Nburn\examples
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The Default GET Handler:

int BaseDoGet(int sock, PSTR url, PSTR rxBuffer)

if (*url==0) /I The default value
RedirectResponse(sock,default_p age);
return 1;

}

if (httpstricmp(url,"ECHQO"))
{

while (*url) url++;

*url="";
SendTextHeader(sock);
writestring(sock,rxBuffer);
return 1;

}

if('SendFullResponse(url,sock))

{{l  we failed
NotF oundResponse(sock,url);
DBPRINT(DB_HTTP,"Did not find:");
DBPRINT(DB_HTTP,url);
DBPRINT(DB_HTTP,"\ r\ n");

}

return O;
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8.5. SetNewHeadHandler

Synopsis:
typedef int ( http_headhandler )( int sock, PSTR url, PSTR rxb )

http_headhandler * SetNewHeadHandler( http_headhandler * newhandle )

Description:

When the HTTP server receives a HEAD, the default response does nothing. If you want to handle HEAD
requests in any special way, you can write a custom function to do so. You must use this call to register this
function.

The custom function must be of the form:

int yourheadhandler( int sock, PSTR url, PSTR rxb );

Parameters:
Type Name Description
int sock The File descriptor for the socket that this function should
send a response to.
PSTR (char *) url The URL that this GET was directed at.
PSTR rxb A pointer to the entire HTTP request.
Returns:

The function pointer to the previously registered head handler
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8.6. CheckAuthentication

Synopsis:

int CheckAuthentication( PSTR url, char ** pPassword, char ** pUser )

Description:

This password support function checks the HTTP request for password information. This function examines
the PASSWORD field stored in the HTTP request.

Parameters:
Type Name Description
PSTR url A pointer to the url as passed to the user provided
get function.
char *pPassword A char pointer that will be set to point to the
password in the request.
char **pUser A char pointer that will be set to point to the user
name in the request.
Returns:
0 on Failure

1 on Success

117



The NetBurner Runtime Libraries Reference

Example:

#include <http.h>
#include <httppass.h>

static http_gethandler * oldhand;

/I Initialize somewhere in your application:
oldhand=SetNewGetHandler(MyDoGet);

int MyDoGet(int sock, PSTR url, PSTR rxBuffer)

{

char * pPass;
char * pUser;

if (!CheckAuthentication(url,&pPass,&pUser))
{

RequestAuthentication(sock,"YourNameHere");

return 1,
}
else
{
if (password is not ok)
{
RequestAuthentication(sock,"YourNameHere"
return 1;
}

/I If we got here the password was acceptable
return (* oldhand)(sock,url,rxBuffer);
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8.7. RequestAuthentication

Synopsis:

void RequestAuthentication( int sock, PCSTR name )

Description:

This password support function rejects the current HTTP request and request for password. This function will
send a 401 authentication requested message to the socket.

Parameters:
Type Name Description
int sock The socket file descriptor to get the request.
PCSTR name The Name that should appear in the password request.

Returns:

Nothing ---This is a void function
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8.8. SendHTMLHeader

Synopsis:

void SendHTMLHeader( int sock )

Description:

This function sends an HTML header response to the selected socket. This function is used if you are
building your own HTML response (programmatically) from scratch.

Parameters:

Type Name Description

int sock The socket that you want to send the Redirect to.
Returns:

Nothing --- This is a void function
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8.9. SendHTMLHeaderWCookie

Synopsis:

void SendHTMLHeaderWCookie( int sock, char * cookie)

Description:

This function sends an HTML response header and includes a cookie to be stored by the browser.

Parameters:

Type | Name Description
int sock The socket that you want to send the Redirect to.
char | *cookie | A char pointer that will be set to point to the cookie.

Returns:

Nothing ---This is a void function

Example Application:

HtmICookie --- Found in C:\Nburn\examples

121



The NetBurner Runtime Libraries Reference

8.10. SendTextHeader

Synopsis:

void SendT extHeader( int sock )

Description:

This function is used if you want to build a plain text response from scratch. It should be sent before any

other part of the HTTP response.

Parameters:

Type | Name Description
int sock The socket that you want to send the Redirect to.

Returns:

Nothing --- This is a void function

Example:

The default GET response ECHO uses this function
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8.11. SendGifHeader

Synopsis:

void SendGifHeader( int sock )

Description:

This function sends a GIF response header. This function is used to set the header type for stored GIF files
in the system. This function can be used to generate a GIF header for dynamically generated GIF files.

Parameters:

Type | Name Description
int sock The socket that you want to send the Redirect to.

Returns:

Nothing ---This is a void function
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8.12. RedirectResponse

Synopsis:

void RedirectResponse( int sock, PCSTR new_page );

Description:

When an HTTP GET or POST request should be redirected to a different page, use this function to do so.

Parameters:
Type Name Description
int sock The socket that you want to send the Redirect to.
PCSTR (const char *) | new page | The URL of the redirected destination.

Returns:

Nothing --- This is a void function
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8.13. NotFoundResponse

Synopsis:

void NotFoundResponse( int sock, PCSTR errored_page );

Description:

This function responds to an HTTP GET or POST request by indicating the page does not exist.

Parameters:
Type Name Description
int sock The socket that you want to send the Redirect to.
PCSTR (const char *) | errored page | The URL of the requested page that does not exist.

Returns:

Nothing --- This is a void function
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8.14. ExtractPostData

Synopsis:

int ExtractPostData( PCSTR name, PCSTR data, PSTR dest_buffer,
int  maxlen);

Description:

This function takes the HTML post data sent to the DoPost function, extracts the data associated with a
specific name, and returns it in dest_buffer.

Parameters:
Type Name Description
PCSTR name The name of the HTML form data element to extract the data from.
PCSTR data The data pointer passed in to the process post function.
PCSTR dest_buffer | The location of the data after it has been extracted.
int maxlen The maximum length of the string.
Returns:

-1 --- If no data of that name was found
0 --- If the data field was presented, but empty
Otherwise, the number of chars extracted and copied into dest_buffer

Example Application:

FlashForm --- Found by default in your C:\Nburn\examples directory
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8.15. ExtractPostFile

Synopsis:

ExtractPostFile( PCSTR name, PCSTR pData );

Description:

This function extracts a file from the post data stream. Note: The stream must be closed just like any other
stream.

Parameters:
Type Name Description
PCSTR name The name of the HTML form data element to extract the data from.
PCSTR pData The encoded data fields from the form.

Returns:

> 0 --- If successful
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8.16. EnableMultiPartForms

Synopsis:

BOOL EnableMultiPartForms( DWORD maxfile_size );

Description:

This function enables multipart form posts and set the max file size you will accept. This function also

mallocs the file buffer.

Parameters:

Type Name Description
DWORD | maxfile_size | The maximum file size.

Returns:

True --- If successful
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8.17. DisableMultiPartForms

Synopsis:

void DisableMultiPartForms();

Description:

This function frees up the buffer.

Parameters:

None

Returns:

Nothing ---This is a void function
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8.18. writesafestring

Synopsis:

void writesafestring( int fd, PCSTR str);

Description:

When sending HTML test responses certain characters (e.g. '<') are interpreted by the browser as formatting,
not as text. Note: This function properly escapes the text so it will appear as desired, and sends it out the
associated socket descriptor.

Parameters:
Type Name Description
int fd The file descriptor to send the string to.
PCSTR (const char *) | str The NULL terminated string to send.
Returns:

The number of chars sent
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8.19. httpstricmp

Synopsis:

int httpstricmp( PCSTR s1, PCSTR sisupper2 );

Description:

This function is used internally to match URLs with stored file prefixes.

Parameters:
Type Name Description
PCSTR sl The string to test.
PCSTR sisupper2 The reference string (which must already be
all uppercase).
Returns:

0 --- If the string prefixes do not match
1 --- If the string prefixes do match

Example:
httpstricmp (s1,"LED.HTML") would return:
sl Value Return Value
LED 1
led.HTML 1
led.html? 1
LED.HTM? | O
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8.20. SendFullResponse

Synopsis:

int SendFullResponse( char * name, int fd );

Description:

This function looks for the file named "name" in the files stored in the system with CompHtml. If it finds the
file, it sends the proper HTTP header and renders the file to the socket. Note: If the stored file has
embedded dynamic HTML, these functions will be filled in.

Parameters:

Type | Name Description

char | *name The name of the file to send.

int fd The file descriptor or socket to send the file to.
Returns:

1 --- If the file was found and returned
0 --- If the file was not found
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8.21. SendFileFragment

Synopsis:

int SendFileFragment( char * name, int fd );

Description:

This function looks for the file named "name" in the files stored in the system with CompHtml. If it finds this
file, it sends the file as a fragment. It does not send the HTTP header. If the stored file has embedded
dynamic HTML, these functions will be filled in. If you want to build HTML responses with large chunks of
pre-configured HTML, you can store these in the system and then send them out sequentially using this
function.

Parameters:

Type | Name Description

char | *name The name of the file fragment to send.

int fd The file descriptor or socket to send the file to.
Returns:

1 --- If the file was found and returned
0 --- If the file was not found
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9. Interrupts

9.1. INTERRUPT MACRO

Header Files:

#include <ucos.h> /l Found in C: \ Nburn \ include
#include <cfinter.h> /l Found in C: \ Nburn\include  (mustbe after ucos.h)
Synopsis:

INTERRUPT( function_name , sr_value )

Description:

The INTERRUPT macro sets up an interrupt function and the code block that will do the necessary things to
save and restore the CPU registers. In addition, this macro tells the RTOS that an Interrupt is happening.
All level 7 interrupts are non-maskable.

Parameters:
Type Description
function_name | The name of the interrupt service routine.
sr_value The SR register value that the processor will have during the interrupt.

The eight permitted SR register values are:

0x2000 - Allows all interrupts

0x2100 - Blocks all interrupts below level 2
0x2200 - Blocks all interrupts below level 3
0x2300 - Blocks all interrupts below level 4
0x2400 - Blocks all interrupts below level 5
0x2500 - Blocks all interrupts below level 6
0x2600 - Blocks all interrupts below level 7
0x2700 - Blocks all interrupts below level 7

Important: The code within an INTERRUPT macro can be called at any time. Certain OS and I/O functions
cannot be called from within an Interrupt routine.
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